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2024 - Semiconductor Steering Committee Director SGS Japan
2020 - Functional safety technical team leader for Semiconductor SGS Japan
2016 - Functional Safety Project Engineer at SGS Japan

Support about 50 semiconductor manufacturers and more than 100 semiconductor projects.

Experience in supporting MCU, SoC, and SBC such as AD/ADAS including Lidar, Millimeter waves and Camera. Also support
projects related to industrial chips complying with IEC 61508.

2011 - 2016  Functional Safety manager and expert for 1ISO26262 at Semiconductor supplier

Experienced in functional safety development in semiconductors including SEooC, and has a wide range of know-how such
as IC, IP level requirements and safety mechanism derivation, FMEA, FMEDA, DFA implementation, failure injection, etc.

2008 - 2016 Development at Semiconductor supplier

Semiconductor engineer and developed Mixed-signal IC for vehicles
Product development for applications requiring functional safety such as electric power steering, braking system, m
autonomous driving system and so on.
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CERTIFICATE No.: NG PAGE 11

LICENCE HOLDER
Certification Report
) Ca m e ra S O C _ Certificate No. N
Report No.: [ NEGN
. Project-Nol-ID LICENSED TEST MARK Report No.
) Lidar SoC = ™ ] —

————— o -

Project T |

Content of Assessment.  1SO 26262-5:2018 clause 8 and 9

AD ADAS

IP

Tested according to  1SO 26262-5: 2018 (Clause 8 and 9)

> Fusion SoC T m—

The above-mentioned product has been approved based on
the reference configuration (see

oo raport snal-

notba mproducad,
Witva o whn gerovs of o testng Bora

Thocarste

> Communication IC
> Al IP
) System Based PMIC

Test Laboratory SGS-TUV Saar GmbH
Functional Safety
Benzstr. 28
82178 Puchheim near Munich
Germany

8 © SGS Société Générale de Surveillance SA. (2025)



1S026262 3rd Edition &hl

) 1S026262 3rd EditionDiEimh VL WEAEAL

) R 2026F(CIZY 3> R5TRMCD). DISELU2027F(CIET VYA THEITH

) ISODVKDOHDEELSTALZED. LTOREYWIZNERETENTHN, 3 EditionlcS
BLEAREY

<ISOZEZ=DREWIR>

« ISO/TR 9968 - Application to generic rechargeable energy storage systems for new energy vehicle

* ISO/TR 9839 - Application of predictive maintenance to hardware with ISO 26262-5
* ISO/PAS 8926 - Functional safety - Use of pre-existing software architectural elements

« ISO/CD PAS 8800 - Safety and artificial intelligence

_SGS.
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ISO/CD PAS 8800 Z2he A THIAE (AIXRAS)

= AIORRLEIE T2 ZEERDNLEHE LML, BLURLIHIMNSEEL
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BIeHOTOTRF (SR T (CRET 2R BEMzIRE I A LEARIHEE

= [SO26262BLUIS021448 TEEINTVWBEEFO7JO—F A F 2 (IHLRU .
AL IR EREHDILV—LAT-D%TFER (AILLA MOZEMHCEITZI02 100

BBz MN— NI BE(CTA—DRA)

) ISO/CD PAS 8800nSS RSN TL\SRRIBAE
ISO 21448:2022, Road vehicles — Safety of the intended functionality

ISO 26262:2018, Road vehicles — Functional safety
ISO/IEC 22989:2022, Information technology — Artificial intelligence
ISO/IEC TR 5469:2024, Artificial intelligence — Funcitonal safety and Al systems _S_GS_
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) AIETILTIER0 FEFAIET L Z2Z TR0
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EA I CaiE FH m e
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) AIJET)I/_CE%%\ it(&rAI :ET“/%’%@AI]/W\_ that are not Al that are Al

2 NDIBE, 150262623— ZENAIAZ modes or tt models or tha
L. PAS 8800&fBAHEHE CEAHTIEE Al models models

Al A | I_[J:d;x;ed_s;'e?yj

| triggering I : error | | related behaviour |

I condition I I I |at the vehicle levell

| I 1SO 26262 I [ { [

I No | Fail Malfunc- | | Malfunctioning

| | dedicated Fault m. Error at- ‘m. tioning ‘E-b behaviour caus- Hazard

|| term= i ure behaviour i ing a hazard

L ————1 e —

2

Figure 6-11 — Mapping of the cause-and-effect chain of ISO 26262 to the terms of this document )
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System A System B
|
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System component A.1: | System component A.2:
Non-Al System I Al System
I I |
[ | I [ 1
1 T Ly R | Al components: Al components:
P P I SW components HW components
I : ] | | : I
SWCA.1.1 SWCA.1.2 HWCA.1.1 | SWCA.2.1 SWC A2.2 HWCA.2.1
(conventional | | (conventional (conventional I (conventional (Al mu;Ie.-I] (conventional
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Figure 6-5 — Example of a hierarchical decomposition of an item into its elements down to the component level - decomposition tree view

12 © SGS Société Générale de Surveillance SA. (2025)



[S026262LDEEE

PAS 88000Z EHwE

PAS 8800 Annex CIC

1S026262 Part4. Part6lc

X1 DCGAPHEE

Al AT LA HWESW

AL N—FR> b ERD
HWI>HR—*>k (CPU.

AIJ>iR—%> b YIRNIT

ISO 26262:2018 AIS AT LZECTAT A S R—2S, NCHERR GPU. FPGARE, AIET | 7IUM—FI ML TE
gl IV EREES B BIIC HSNAIET
ERETESNTULRLHW)
Part 2 AIDZEEIREI V(7LD | AIDZEEIR(CEMIST | BiEEACIEE AINEZEEE(CEXIET
Safety management | Z2EIEO—3B E3L5(GEA E3L5(GEA
Part 3 AISZATLICEIDHTAEN | - - -
Item, HARA, SG, FSC | eZE£ZE:K
Part 4 AISZATALICEIDHTAN | @EAREE (BU. 7—3Y | HWZEEK(FAIZRT | SWEZEEK(FAIZ AT A
TSC LRZEEKROER T I E) LACEIDHTOHNTAMR | (CEIDH TN RS
EERNSEH B3knsEH

Part 5 AITLXADNZEIDHTAN | @EAREE (BLU. 7—3Y | EFR0IEE HSIDOUD714>
Hardware FHWZESEROEY T | VI E)
Part 6 AITLXADNCEIDETAON | #EARIEE ((BL. 7—3Y | HSIOUI71/> EHRlEE (BL. 7—3Y
Software ESWRZEERODEY T | VI E) SO HE)
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EO/TR 9839 FIHfRZE (Predictive maintenance)
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) FEKICBIFBEANZXL : TDDB, HCI, NBTI, EM, etc
SR (BFR)(CHAETA—IN MEDHDEZERULTVBN, T—FIYvJ(IEC617091°SN2950074E)ICLDHEE
(FEELLVZ. SETA—IL ME B UILSPFM, LFM, PMHFOETEICERRER

Degrading fault Fault tolerant time interval (FTTI) Margin

handling time < > Degrading
fault occurs

interval (DFHTI) Fault handling time interval (FHTI)
) > ) ” ) \\\ \

Time \\ End of life
I I I I I I *F\ault causes

error or failure

Safe state or Hazardous

Degrading  Safe state or Fault Causes
fault occurs emergency degradesto malfunction emergency  event Time
at element  operation permanent  of item operation

2%E . 220U VJFRIRE (1D@EFERETEITIN. BI1DERN RIRRETEITEND)DLEEZERUL
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ISO/PAS 8926 SWIZK—R>NERTE
SWIMIR—%> MOT A JETHEIR, {RE. FIEHEICRIY 31880 TI5RE DML, REFHBRTE

: Provenance
Complexity
P1 P2 P3
C1 Class 1 ClassI a Class 1
Cc2 ClassI b Class 1 Class 1
C3 Class 1 Class 1 NR ¢
ClIRESNEBMEORENNITNEEMEMEIZ RIRVES P1: VI IT7RRSOCZANET R E A (L E RS

C2 RESNEMEOREN S iSRRI, B TEZLMEsn  (ISO/IEC/IEEE 122071¢) & (E R SHAEL SRS (IEC61508.
515A K TESNEEMECLBARRHBEEDUZIN, oY IrIry  RTCA DO-178C[7]RE)ICEDVTVBEVSIEN B DS

V—FFIFvRET TRV, FEEUNEIBRIEETHIHE P2: P1AS2(CEETBILETEIRVA. YINITVEIRTOTAD
C3: 24t FrvIHFETE3LHIcN2I5E
X HEMEEFANNex BILEOTRE P3: LS

ClassI: YJhJII712R—2>MDFEREZISO26262 Part8-12(E>TH I
ClassII: SW7—F7JFv#r. SSREIDHT, 2D RELBEENNDEENNAHE
C3+P3: HHEELZEELTHERINGZL
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) 9 b— J /ZTA% H asz't t A CMOS 1S Image Codec Fault diagnostic G:/:Suto
processing uni processing unit management
System -> Sub system -> IP level e
S(CHEfEA T | *ﬁ
ODCJ:D((_BE EEE%}:E?%L/\ Step by Step Attack | Function_006 Bus interface |
TERZYI7A> 1 o 1 Faiue §
Plwith Function_003 | Function_004 Function 007
wi Communicati CPU processing -
McU interface unit XX
AD/ADASSS/
: _______________________________ i Function_001
: Flash DDR : A = LT LT i
I MIPI from | MIPI ' Function_ ! ! Function_ ! GPIO to
| - _I_ ______ .I e ! CMOs IS | Rx e Al 1 oo2 i1 o005 ! Mcu
1 1 ] 1 | 1 : : : :
! 1 [, F R | W O | R
| cMos __ 1 DevelopedIC _:_.. McU _:_._ Other system such
[ IS : Image processing SoC : ; and brake, EPS etc
|
| ! : :
I e e e == = I. - ! e,
| Target syst : : | i CPU CPU " Function_ |
, largetsystem | SPI with i Function 003 i | ! i unction_ i
' (Item) PMIC ! Mcu - - | ! XXX XXX ' 007 i
I I O P |
" [ttt HSM Function_004 s G SI
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Safety and Security BEsRIBTESH

Functional Safety m Cybersecurity
Threat: The control parameters used for image

B Hazard: Unintended camera image data anomaly )
processing are tampered

B SG: Prevent the unintended camera image data B SG: Prevent tampering with control parameters
anomaly from external attacks

M FSR: Shall detect the unintended camera image B CSR: Shall verify the integrity of control
data failure and report to the external system parameters read from external memory using a
within 10mes. digital signature

B TSR: SOC shall detect the data processing error
(Application CPU) and report to the external MCU
within 5ms.

B TCSR: SoC shall store the encryption key for digital
signatures in a partitioned memory area.

HSR: Shall implement the WDT for detecting the HCSR: Shall Implement a memory protection unit

CPU overflow failure. to protect cryptographic key

18 © SGS Société Générale de Surveillance SA. (2025)
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Structure analysis Failure analysis Safety violation Risk analysis
S Safety goal ID Current .
Component Sub-part . Severity . . Vliolion ef or Safety [Classification off Prevention |Occurrence Current Detegtlon Detection DFMEA
Part level Failure effect Failure mode | Failure cause | safety goals ; Control of Failure RPN
level level S (Yes or No) requirement | SPF and LF Control of (0] Cause D AP
ID Failure Cause
ISp Can't Re
\ . quested
Can't output the 9  [communicate thel oo tion YES $G_0001 SPF 3 2 54 L
recognition data. data between . Use case:
not delivered : :
internal IPs. Experienced qubal 5|mulat!qn:
Output the Communicate  [Transaction steering system PVT 5”2 antdsgddltlonal
i . eat Sim
unintended g  [hedataat (delivered YES $G_0001 SPF Process: 3 2 s4 | L
Bus ax1 Bus Fecognition data unintended without a Adopting e -
: timing. request i afety mechanism
nterface |interface c p— " - . i experienced y
S e thorr:jmtunlia e dral‘nsac(ljon_th - 16nm . .
recognition data at 7 edcatast  gelveredw YES 5G_0001 spp [PesionChange 3 | | Timeout detection 2 42 L
unintended timing. kiming kiming envirgrr:rzental Parity check
Output the Communicate as Transaction conditions
unintended 9 . delivered with YES SG_0001 SPF 3 2 54 L
- unintended data. |
recognition data. incorrect data
Can't output the i O theal;,/tiaction
recognition data. ¢ plr);ecleiz;c: flow(s) not iz e o Use Case: 3 2 >4 5
i e executed. Experienced Global simulation:
Output the Execute as Un-intended steering system PVT Sim and additional
unintended 9 unintended pixel [instruction(s) YES SG_0002 SPF Process: 3 heat Sim 2 54 L
image by o recognition data. data processing. [flow executed. AdOPt'”gd
processing - experience Safetv mechanism
unit Output the S);igmfot:}:ais%xel Incorrect 16nm y
recognition data at 7 P 9 linstruction YES SG_0002 SPF Design: Change| 3 2 42 L
- o at unintended - SWBIST
unintended timing. Sitifios flow timing only
: environmental
Output the Execute as Incorrect conditions
unintended 9 unintended pixel finstruction YES SG_0002 SPF 3 2 54 L
recognition data. data processing. [flow result
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FMEDA
at Item level System-Provider Part (e.g. CPU-IP)
ﬁ Subpart 1 Subpart 2 Subpart 3
FMEDA
at IC-level Component-Provider -
Subpart 4 Subpart 5 Subpart 6
ﬁ Subpart 7 Subpart 8 Subpart 9
FMEDAs :
at IP-level Part/Subpart-Provider
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AD/ADAS SoC architecture

[EBR(CICMN NS

Al IP architecture example

Function_001 BlST
| | ] [ I 1 .
MIPI f : MIPI : | F ti . F ti | GPIO t Loglc
rom 1 ; Function_ ! |} Function_ | (o]
CMOS IS 'l Rx DSP XXX Al 002 ' ' 005 ! | MCU .
| | > Logic Memory
L ____________________________ e e e e - — = T e T
Function_006: Main Bus | ECC
o — R i MAC DMA
SPI with ! : I CPU CPU 1 ! Function_ !
i Function_003 ! 1 i y
Mcu | | : XXX XXX vy 007 STL @RC Timeout
e o e 22 e e e e e e e e e e e e e o I |
Function_004
Failure |Diagnostic coverage and failure Diagnostic coverage and failure rate
Safet Failure | rate for rate for single point fault Safet for latent fault
Sub-IP IP Y Failure rate | mode each . . y . .
Sub-IP . . mechanism . . Diagnostic | ASPF mechanism | Diagnostic AIF, DPF, |AIF,DPF,de
Failure Mode Failure effect (FIT) distributi| failure AF,DPF
for SPF on mode coverage ARF (FI for LF coverage latent tected
(FIT) (%) (FIT) (%) (FIT) (FIT)
Given instruction flow(s) not  [NPU capnot perform recognition STL 05 1 70 03 07 STL 100 0 07
MAC |executed processing 2
Incorrect instruction flow result NPU output incorrect recognition result STL 0.5 1 70 0.3 0.7 STL 100 0 0.7
Logic function not delivered  [NPU capnot perform recognition Duplication 05 15 99 0015 1485 BIST 60 0594 0.891
Logic when needed processing 3
Logic function provides NPU output incorrect recognition result | Duplication 0.5 15 99 0.015 | 1.485 BIST 60 0.594 0.891
incorrect output
MemoryContent of memory is corrupt  [NPU output incorrect recognition result ECC 4 1 4 99 0.04 3.96 ECC 100 0 3.96
No requested data transfer NPU cannot perform recognition Timeout 0.5 1 90 0.1 0.9 Timeout 100 0 0.9
DMA processing 2
Incorrect output NPU output incorrect recognition result CRC 0.5 1 99 0.01 0.99 CRC 100 0 0.99

21 © SGS Société Générale de Surveillance SA. (2025)




2 DB DS

i A nIEt*ﬁEIEOD

lmh

SEZLis

X7 BAME{EL T,
— BN DmEIEN'E

=_—

Safety Fault detection Fault detection Fault control IVI.easEJres to Measures to preve o
. maintain a safe DC (%) Argument
Mechanism target measures measures state latent fault
The SoC's safety CPU Refer to ISO 26262-
perlodlcally perfor.ms Safety FZPU report EMU notify to the 5:2018, D.2.3.1 o
STL MAC software diagnostics on  ffailure mformahon external MCU via |Not applicable Rerform fault injection
the MAC accelerator and [to EMU in safety GPIO simulation and finally
compares it with the island calculate DC from the
expected value. result
The control logic in Logic BIST is
otlog performed on the Refer to ISO 26262-
the NPU is . _
: , control logic at boot 5:2018, D.2.3.6
Logic Control . redundant, so it . : :
N : Not applicable : Not applicable time, and if a fault
duplication Logic continues to :
: occurs, the EMU Representative fault
operate even if e th | iection XXX
each logic fails noti |e§t e externa Injection
' MCU via GPIO.
Refer to ISO 26262-
iSnEc%?rEelitEvcalcuze(ﬁetC)titSRAM ?aai]cheJZ i(i‘grrrﬁapt(i); EMU notify to the 11:2018, Table 33,
ECC SRAM correct, 2 bit detect) for  [to EMU in safety external MCU via |Not applicable 5.1.13.1
NPU Memor island GPIO
Y XXX
. Sa_fety ;PU report |\ notify to the R.efer to ISO 26262-
Timeout DMAC Timeout detect overflow [failure information external MCU via  INot applicable 5:2018, D.2.5.8
failure for NPU DMA to EMU in safety PP
. GPIO
island XXX
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Test case y
Expert judge

Test method Expeg@ndge
F R e U
Simulation or ‘j
gg—ﬁuaﬁon or Injection @ Model
Evaluation tool

Xpert judge

Injection point

RTL or Gate

. ) Hierarchy
A - Evaluation . e .
4 ¥ > Verification scheme
|
> Scenarios and patterns
‘}E-Q 51_'3'@
o i > Observation points
Strategy and plan Sub-IP level jlf * IP level S IC level
Simulation Simulation Evaluation Y Fault model (transient)
)
)
)

Manual or automatic

_SGS.

tool
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